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1
Decision/action requested

This contribution proposes a proposal for the key issue of TR 33.824.
2
References

TS 33.501

TS 33.401
3
Rationale

This contribution proposes a proposal for the key issue of IAB network. 

4
Detailed proposal

*************** Start of Change ****************

5.4.X
Key Issue #4.X: < Security attack caused by IAB-node with removable UICC card>

5.4.X.1
Key issue details
An IAB-node acting as a MT connects to an IAB-donor at startup in the IAB architecture. The MT part of the IAB node acts as a UE towards the IAB-donor.The IAB-MT performs the primary authentication with the 5GC as specified in TS 33.501[1] or with the EPC as specified in TS 33.401[2]. 

Similar with normal UE, IAB-node may hold a removable UICC card. Generally, IAB nodes are deployed in an open environment. The USIM/UICC in IAB may be stolen, which cause some serious security threats.
Physical binding between UICC card and ME increases complexity for delivery and maintenance. On the other hand, the eSIM system is not wildly applied for several reasons like expense and the mature degree of technology. Therefore, IAB node with removable UICC card is still an important scenario and the security problem need to be addressed.
5.4.X.2
Threat description
If the UICC is stolen and inserted in hacker’s device, the MT part of the false IAB node acts as a legitimate UE register with 3GPP core networking. A victim UE may be attracted to the false IAB node. The false IAB node can transports security protected messages between the victim UE and the network without any modification while altering and/or injecting unprotected messages.
5.4.X.3
Potential security requirements



Unauthorized IAB-node with removable UICC card shall not be able to access the network.
*************** End of Change ****************

